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Awarded Vendor:

0000165354

V GROUP INC

379 Princeton Hightstown Road, Bldg. 3 Suite 2A,
East Windsor, NJ 08520

Contact: Vineeta Wadhwani, Vijay Kumar
Palandurkar, Sandeep Soman
Email: bids@vgroupinc.com

Telephone No.: (609) 371-5400

Ship To:

All State of New Mexico agencies, commissions,
institutions, political subdivisions and local public
bodies allowed by law.

Invoice:
As Requested at Time of Order

For questions regarding this contract please contact:
Shawn Elkins- (505) 629-2297

Title: Information Technology Professional Services

Term: February 9, 2024 thru February 8, 2028

Awarded Categories:
V Group Inc.
Application Support and Development Services

SPD_Con_Award_007_Rev_01 0822

State of New Mexico
General Services Department

Statewide Contract Cover Page

Contract Number: 30-00000-23-00080DR

Payment Terms: Net 30

F.O.B.: Destination

Delivery: As Requested

Procurement Specialist: Raelynn Lujan 2£

Telephone No.: (505) 670-1561

Email: raelynn.lujan@gsd.nm.gov

IT Project Management, Planning, & Analysis Services
Database Management Services and Business Intelligence

1
2
3
4 Geospatial Technological Services
5 End User Support Services
6 Systems Administration Services
7 Network Services

8 IT Security Services

9 Independent Verification and Validation Service

10 Computer Aided Design

11 IT Research and Advisory Services

13 IT Business and Process Consulting Services

17 Electronic Content Management (ECM) Services

This attached Contract is made subject to the “terms and conditions” as indicated.
Purchasing Division: 1100 St. Francis Drive, Santa Fe, NM 87505; PO Box 6850, Santa Fe, NM 87502 (505) 827-0472
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Statewide Price Agreement

STATE OF NEW MEXICO

General Services Department, State Purchasing Division
Information Technology Agreement

STATEWIDE PRICE AGREEMENT NO. 30-00000-23-00080DR

This Information Technology Professional Services Statewide Price Agreement (“SWPA”) is
made by and between the State of New Mexico, General Services Department, State Purchasing
Division, and V Group Inc., hereinafter referred to as the “Contractor”, who are collectively
referred to as the “Parties”.

WHEREAS, pursuant to the Procurement Code, NMSA 1978 13-1-28 et. seq; and Procurement
Code Regulations, NMAC 1.4.1 et.seq; Contractor has held itself out as expert in providing the
Information Technology Professional Services (“ITPS”) identified in the Scope of Work contained
herein, and the General Services Department has selected the Contractor as an offeror
advantageous to the State of New Mexico for providing such services; and

WHEREAS, all terms and conditions of the 30-00000-23-00080DR IT Professional Services
Request for Proposals and the Contractor’s response to such document(s) are incorporated herein
by reference; and

NOW, THEREFORE, IT IS MUTUALLY AGREED BETWEEN THE PARTIES:

ARTICLE 1 — DEFINITIONS

A. “Acceptance” or “Accepted” mean the approval, after Quality Assurance, of all
Deliverables by an Executive Level Representative of the Procuring Entity.
B. “Application Deployment Package” means the centralized delivery of business-critical

applications including the source code (for custom software), documentation, executable code and
deployment tools required to successfully install application software fixes including additions,

modifications, or deletions produced by the Contractor.
C. “Business Days” means Monday through Friday, 7:30 a.m. (MST or MDT) to 5:30
p.m. except for federal or state holidays.

D. “Change Request” means a request to modify an express provision of a Professional
Services Agreement entered pursuant to this SWPA, including a request to amend any such
Agreement.

E. “Chief Information Officer (CI1O)” means the Cabinet Secretary/CIO of the Department of
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Information Technology for the State of New Mexico, or the CIO of a Procuring Entity, or the
Designated Representative of a CIO.

F. “Confidential Information” means any information that is not subject to inspection under
the Inspection of Public Records Act.

G. “Contract” means any agreement for the procurement of items of tangible personal
property, services or construction.

H. “Contractor” means any entity that has a contract with a Procuring Entity.

l. “Contractor Intellectual Property” means any and all proprietary information owned by,
licensed to or created by a Contractor, other than Procuring Entity Intellectual Property.

J. “Contract Manager” means a Qualified person from the Procuring Entity responsible for
all aspects of the financial administration of a Professional Services Agreement. The same person
may serve as the Contract Manager and the Executive Level Representative.

K. “Default” or “Breach” means a failure to perform an obligation owed under this this
SWPA, or under a Professional Services Agreement entered pursuant to this SWPA, or preventing
another Party’s performance of its obligations under either agreement.

L. “Deliverable” means any verifiable outcome, result, service or product that must be
delivered, developed, performed or produced by the Contractor as defined by the Scope of Work
in a Professional Services Agreement.

M. “Designated Representative” means a substitute(s) for a title or role, when the primary is
not available.

N. “Desirable” — the terms “may,
desirable or discretionary item or factor.

0. “Determination” means the written documentation of a decision of a procurement officer
including findings of fact required to support a decision. A determination becomes part of the
procurement file to which it pertains.

P. “DolT” means the Department of Information Technology.

Q. “Enhancement” means any modification including addition(s), modification(s), or
deletion(s) that, when made or added to a device, code, software, application or program,
materially changes its utility, efficiency, functional capability, or application, but does not
constitute solely an error correction.

R. “Escrow” means holding any property or instructions by a third-party agent, pursuant to
the terms and conditions of an escrow agreement that specifies contingencies that trigger actions
by the escrow agent.

S. “Executive Level Representative or ELR” means the individual empowered with the
authority to represent and make decisions on behalf of the Procuring Entity’s executive or his/her
Designated Representative. An ELR and a Contract Manager may be the same person.

9 <¢

can,” “should,” “preferably,” or “prefers” identify a

T. “GRT” means New Mexico gross receipts tax.
u. “Hosting” means providing data storage, transfer and retrieval processes, and also includes

all services relating to ongoing operation and maintenance of a data storage, transfer and retrieval
system. Hosting also refers to Software as a Service (SaaS) and similar solutions. “Hosting” does
not mean professional services relating to the design or implementation of a “Hosting” solution.

V. “Independent Verification and Validation (IV&V)” means the process of evaluating a
Project and the Project’s product to determine compliance with specified requirements and the
process of determining whether the products of a given development phase fulfill the requirements
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established during the previous stage, both of which are performed by an entity independent of the

Procuring Entity.
W. “IT” means Information Technology.
X. “Know How” means all tangible and intangible property or information including, but not

limited to, all equipment, devices, documents, drawings, flow charts, plans, proposals, records,
notes, memoranda, manuals and other tangible items containing, relating or causing the
enablement of any Procuring Entity Intellectual Property or Deliverable under a Professional
Services Agreement.

Y. “Payment Invoice” means a Contractor’s request for payment of Services issued in
compliance with Article 3 of this Agreement.
Z. “Price Agreement (SWPA)” means a definite quantity contract or indefinite quantity

contract which requires the contractor to furnish items of tangible personal property, services or
construction to a state agency or a local public body which issues a Professional Services
Agreement, if the ordered services are within the scope of work and quantity limitations of the
Price Agreement.

AA. “Procuring Entity” means any eligible user who enters into a Professional Services
Agreement to procure services offered under this SWPA.

BB. “Procuring Entity Intellectual Property” means any-and-all proprietary information,
confidential information, or Know How owned by, licensed to, or created for a Procuring Entity.
CC. “Professional Services Agreement (PSA)” means contracts used to procure specific
professional services or deliverables off of a SWPA, as provided in Article 2(B).

DD. “Project” means a temporary endeavor undertaken to solve a well-defined goal or objective
with clearly defined start and end times, a set of clearly defined tasks, and a budget.

EE. “Project Manager” means a Qualified person designated or accepted by the Procuring
Entity to be responsible for overseeing and coordinating a Project from initiation to close.

FF.  “Qualified” means demonstrated experience performing specified Professional Services.

GG. “Quality Assurance” means a planned and systematic pattern of all actions necessary to
provide adequate confidence that a Deliverable conforms to established requirements, customer
needs, and user expectations.

HH. “Services” means the tasks, functions, and responsibilities assigned and delegated to the
Contractor under this Agreement.

1. “Staff Augmentation” or “Staff Aug” means the procurement of professional services that
cannot be performed by Procuring Entity staff because of a staffing shortage resulting from
employee leave, staff position vacancies or staffing budget limitations. These terms do not refer

to the procurement of project specific ITPS.

JJ. "State Purchasing Agent (SPA)" means the State Purchasing Agent for the State of New
Mexico or his/her Designated Representative.

KK. “State Purchasing Division (SPD)” means the State Purchasing Division of the General
Services Department for the State of New Mexico.

LL. “Software” means all operating system and application software used by the Contractor to
provide the Services under this Agreement.

MM. “Operation and Maintenance” means the set of activities which ensure consistent
implementation of the originally Accepted (baseline) product set, or that result in corrections,
insertions, deletions, extensions, and Enhancements to the baseline system to ensure promised
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functionality.

NN. “Source Code” means the human-readable programming instructions organized into sets
of files which represent the business logic for an application.

OO. “Turnover Plan” means the written plan developed by the Contractor and approved by the
Procuring entity in the event that the work described in this Agreement transfers to another vendor
or the Procuring Entity.

PP.  “Unit Rate” means a pricing mechanism linked to a period of time (e.g., hourly, daily,
weekly), to a quantity (e.g., per item, per-person, per-device, per location), to an event (e.g., per-
call, per-visit, per-scan) or to some combination of these.

Additional Definitions Specific to IT Professional Services:
1. "Experience Level" means the number of years of experience for the subject IT
Professional Service Category, and includes the following levels:

a. Junior level is (between) 1 - 4 years;
b. Mid-level is (more than) 4 years and (less than) 7 years; or
C. Senior level is (more than) 7 years.

2. "Funding Commitment Achieved" means the Federal E-Rate funding achieved for the
customer.
3. "IT Professional Services (ITPS)" mean the IT Professional Service Categories defined in
Article 26, excluding:

a. Any form of tangible personal property,

b. Equipment,

C. Hardware,

d. Software, Licensed software,

e. Website software tools, hosting or internet access,

f. Transport of voice or data communications outside the requirement of the service
categories. For example, website application development and maintenance and support are
included. However, Website software tools, hosting or Internet access are out of scope,

g. Subscription services other than Information Technology Research and Advisory
Services. Subscription services for all other Categories are excluded.
4. "I'T Professional Services Categories" means I'T Professional Services for which Contractor

has been awarded a SWPA, and specifically identified in Exhibit A to this Agreement. The IT

Professional Services defined for all categories are provided in Article 26 of this Agreement.

5. "Key Staff” means the Qualified Personnel proposed as the client engagement manager/key
point of contact and proposed technical lead(s) for each IT Professional Service Category.

6. "Local Area Network (LAN)" means a high-speed communications system optimized for
connecting information-processing equipment within a building or group of buildings.

7. "Maximum Hourly Rate" means the proposed fully loaded maximum hourly rates that include
travel and travel time, per diem, fringe benefits and any overhead costs for contractor
personnel, as well as subcontractor personnel. This rate does not include state gross receipts
tax or local taxes.
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8. "Public School Capital Outlay Council (PSCOC)" means the body with responsibility to
approve allocations for public school capital outlay assistance.

9. "Public School Facilities Authority (PSFA)" means the agency under the PSCOC charged with
responsibility for overseeing projects and shall serve as the owner's representative for work
performed under this RFP.

10. "Qualified Personnel" means employees or subcontractors employed by the Contractor who,
by possession of a recognized degree, certificate, or professional standing, or by extensive
knowledge, training and experience, has successfully demonstrated ability to identify and solve
or resolve problems relating to the subject matter, the work, or the project and, when required,
is properly licensed in accordance with federal, state, or local laws and regulations.

11. “Staff Augmentation” or “Staff Aug” means the procurement of professional services that
cannot be performed by Procuring Entity staff because of a staffing shortage resulting from
employee leave, staff position vacancies or staffing budget limitations. These terms do not
refer to the procurement of project specific IT professional services.

12. "Subscription Services" means a business model that a customer pays a recurring price to use
or access and shall apply only to IT Professional Service Category 11, "Information
Technology Research and Advisory Services and as defined in IT Professional Services in item
(3.g) above." Subscription services for all other service categories are excluded.

ARTICLE 2 — SCOPE OF WORK

A. SWPA Scope of Work. The scope of work is to establish multiple statewide price
agreements of qualified vendors based on standards across all IT Professional Services, from
which state agencies and other eligible purchasers can select from various qualified IT Professional
Services Contractors. The various IT Professional Services are limited to those defined in Article
26 of this Agreement. Contractors are to assume that all on-site work will be performed at a
Procuring Entity office in New Mexico unless otherwise approved by the Procuring Entity
contracting for services. The items NOT included in the scope of this Agreement are defined in
Article 1(3).

B. PSA Scope of Work. Contractor shall provide those Professional Services that are required
to accomplish the Scope of Work established in Exhibit 1 to a PSA. Links to the PSA are provided
below:

1. Professional Services Agreement (PSA) for Non-Staff Augmentation

2. Professional Services Agreement (PSA) for Staff Augmentation

C. Performance Measures. The Contractor shall substantially perform to the satisfaction of
the Procuring Entity the Performance Measures set forth in this SWPA and in a PSA.

D. Schedule. The Contractor shall meet the due dates, as set forth in Exhibit 1 to a PSA.

E. Subscription Service. If a PSA procures a subscription service, Contractor hereby grants
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Procuring Entity a non-exclusive, irrevocable license to use, the service, and any and all updates,
corrections, and revisions to the service, for the term specified in the PSA.

F. Procuring Entity [P Rights.

1. Rights to Software. The Procuring Entity will own all rights, title, and interest in
and to the Procuring Entity's Intellectual Property, Know-How, and the Deliverables, provided by
the Contractor. The Contractor will take all actions necessary and transfer ownership of the
Deliverables, Procuring Entity Intellectual Property and Know How to the Procuring Entity,
without limitation, on Final Acceptance or as otherwise provided in a PSA.

2. Proprietary Rights. The Contractor will reproduce and include the State of New
Mexico's copyright and other proprietary notices and product identifications provided by the
Contractor on such copies, in whole or in part, or on any form of Procuring Entity Intellectual
Property.

3. Rights to Data. Any and all Procuring Entity data stored on the Contractor's servers
or within the Contractor’s custody is the sole property of the Procuring Entity. The Contractor,
subcontractor(s), officers, agents and assigns shall not make use of, disclose, sell, copy or
reproduce the Procuring Entity's data in any manner, or provide it to any entity or person outside
of the Procuring Entity without the express written authorization of the Procuring Entity.
Contractor shall protect Procuring Entity data as required by law or a PSA, and in no case with
less rigor than Contractor uses to protect its own confidential data.

ARTICLE 3 — COMPENSATION

A. Basis of Compensation. Procuring Entity will pay Contractor pursuant to Paragraph B of
this section, subject to the maximum price set for each Deliverable stated in the PSA, less
retainage, if any, identified in that agreement.

The applicable unit prices for professional services by category are set forth in Exhibit A to this
SWPA.

Upon request of the Procuring Entity, Contractor shall provide satisfactory evidence of applicable
unit pricing.

B. Maximum Compensation. Total maximum compensation for a procurement off of this
SWPA shall be specified in the PSA, and shall be inclusive of estimated GRT, as applicable. This
amount is the maximum total amount; it is not a guarantee that the work to be performed by
Contractor, and the total of the corresponding payments that Procuring Entity pays to Contractor,
will equal the maximum total amount. In no event will Procuring Entity pay Contractor for any
amount that exceeds the maximum total amount without the PSA being amended in writing.
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C. Invoicing. Procuring Entity shall pay Contractor upon Procuring Entity’s Acceptance of
Contractor’s detailed and certified Payment Invoice(s). Each Payment Invoice shall identify the
Deliverable and, as applicable, unit pricing. Unit pricing shall specify the unit price category,
associated price, the number of units delivered per price category, the total invoiced amount for
the number of units delivered per price category, the tax locations where services were performed
and received, the applicable GRT rate and the GRT amount. Unless otherwise specified in a PSA,
Contractor shall submit invoices monthly, and upon the acceptance of each Deliverable.
Contractor shall create and maintain contemporaneous time and expenditure records that indicate
the date, time, nature, personnel and unit rate of services rendered pursuant to a PSA, and provide
those records to the Procuring Entity upon request.

The invoiced amount for a deliverable shall be the lesser of the itemized billings for the actual units
delivered based on the unit rate pricing specified in a PSA, or the maximum total amount specified
for a deliverable, less any retainage. Procuring Entity will not pay more than the maximum total
amount if billed units exceed the maximum total amount.

D. Taxes. Contractor and its subcontractors, if any, will pay all Federal, State and local income
and other taxes and government fees applicable to its operation(s) as well as the taxes and fees
associated with Contractor’s employment of its Employees. Contractor will require its
subcontractors, if any, to hold Procuring Entity harmless from any responsibility for taxes,
damages, fees and interest, if applicable, as well as any and all contributions required under Federal
and/or state and local laws and regulations, including any other costs, transaction privilege taxes,
unemployment compensation insurance, Social Security and Worker’s Compensation. Contractor
must report its GRT, income tax and other tax obligations under Contractor's Federal and State tax
identification number(s).

E. Retainage. A PSA may include a Retainage provision that authorizes the Procuring Entity
to retain a percentage of the amount due under each Contractor invoice pending interim or final
acceptance of a Deliverables or Deliverables. A Procuring Entity shall release all retained
amounts to Contractor as specified in a PSA.

F. Rate Changes.
1. Maximum Unit Rates shall not increase for the four-year term of this Agreement.

Contractor may request annual rate increases, that shall not exceed the increase in the Consumer
Price Index since the last rate setting. At any time during the term of this Agreement, Maximum
Unit Rate reductions are encouraged and shall be submitted to DoIT and SPD for review and
approval resulting in a written amendment to the SWPA. Authorized price increases under this
Agreement shall only be applied prospectively, and shall not apply to an existing PSA.

2. A Procuring Entity is encouraged to negotiate pricing, not to exceed the maximum
price for services awarded, with any Contractor on a SWPA.

3. This Agreement may not be extended if the Contractor does not adhere to all terms
and conditions of this Agreement, including administrative reporting and fee submission.

4. The Contractor, its employee(s) and subcontractor(s), if any, shall be independent
contractors and not employees of the State of New Mexico.
5. Contracts issued under this Agreement, shall be performed under the direction of a
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Procuring Entity and services will be performed only as specified in an executed PSA.

ARTICLE 4 — ACCEPTANCE

A. Acceptance. In accord with Section 13-1-158 NMSA 1978, the Executive Level
Representative shall determine if the Deliverable provided meets specifications. No final payment
or release of retainage shall be made for any Deliverable until the individual Deliverable that is
the subject of the Payment Invoice has been Accepted, in writing, by the Executive Level
Representative. In order to Accept the Deliverable, the Executive Level Representative, in
conjunction with the Project Manager, will assess the Quality Assurance level of the Deliverable
and determine, at a minimum, that the Deliverable:

1. Complies with the Deliverable requirements as defined in Article 2 and Exhibit 1
to the PSA.

2. Complies with the terms and conditions of the SWPA and PSA.

3. Meets the performance measures for the Deliverable(s) specified in the PSA and
this Agreement;

4. Meets or exceeds the generally accepted industry standards and procedures for the

deliverable(s); and
5. Complies with all the requirements of this SWPA and the PSA.

If the Deliverable is deemed Acceptable under Quality Assurance by the Executive Level
Representative or their Designated Representative, the Executive Level Representative will notify
the Contractor of Acceptance, in writing, within twenty (20) Business Days from the date the
Executive Level Representative receives the Deliverable(s) and accompanying Payment Invoice.

B. Rejection. Unless the Executive Level Representative gives notice of rejection within the
twenty (20) Business Day Acceptance period, the Deliverable will be deemed to have been
Accepted. If the Deliverable is deemed unacceptable under Quality Assurance, twenty (20)
Business Days from the date the Executive Level Representative receives the Deliverable(s) and
accompanying Payment Invoice, the Executive Level Representative will send a consolidated set
of comments indicating issues, unacceptable items, and/or requested revisions accompanying the
rejection. Upon rejection and receipt of comments, the Contractor will have twenty (20) Business
Days to resubmit the Deliverable to the Executive Level Representative with all appropriate
corrections or modifications made and/or addressed. The Executive Level Representative will
again determine whether the Deliverable(s) is Acceptable under Quality Assurance and provide a
written determination within fifteen (15) Business Days of receipt of the revised or amended
Deliverable. If the Deliverable is once again deemed unacceptable under Quality Assurance and
thus rejected, the Contractor will be required to provide a remediation plan that shall include a
timeline for corrective action acceptable to the Executive Level Representative. The Contractor
shall also be subject to all damages and remedies attributable to the late delivery of the Deliverable
under the terms of this Agreement and available at law or equity. In the event that a Deliverable
must be resubmitted more than twice for Acceptance, the Contractor shall be deemed as in breach
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of this Agreement.
The Procuring Entity may seek any and all damages and remedies available under the terms of this

Agreement and available at law or equity. Additionally, the Procuring Entity may terminate this
Agreement.

ARTICLE S — TERM

THIS AGREEMENT SHALL NEITHER BE EFFECTIVE NOR BINDING UNTIL APPROVED
BY THE STATE PURCHASING AGENT.

The initial term of the Agreement shall be for four (4) years, effective upon signature of the last of
all required signatories. The contract term, including extensions and renewals, shall not exceed
four (4) years, except as set forth in Section 13-1-150 NMSA 1978.

ARTICLE 6 — TERMINATION

A. Grounds. A Procuring Entity may terminate a PSA for convenience or cause. The
Contractor may only terminate a PSA based upon an uncured, material breach of the PSA by the
Procuring Entity.

B. Appropriations. A Procuring Entity may terminate a PSA, if required by changes in State
or federal law, or because of court order, or because of insufficient appropriations made available
by the United States Congress and/or the New Mexico State Legislature for the performance of a
PSA. The Procuring Entity's decision as to whether sufficient appropriations are available shall be
accepted by the Contractor and shall be final. If the Procuring Entity terminates this Agreement
pursuant to this subsection, the Procuring Entity shall provide the Contractor written notice of such
termination at least fifteen (15) Business Days prior to the effective date of the termination.

C. Entity Opportunity to Cure.

1. Except as otherwise provided in Paragraph (3), the Procuring Entity shall give
Contractor written notice of termination of a PSA at least thirty (30) days prior to the intended date
of termination.

2. Contractor shall give Procuring Entity written notice of termination at least thirty
(30) days prior to the intended date of termination, which notice shall identify:

(1) all the Procuring Entity's material breaches of this SWPA or the PSA upon which

the termination is based; and

(i1) state what the Procuring Entity must do to cure such material breaches. Contractor's

notice of termination shall only be effective:

a. if the Procuring Entity does not cure all material breaches within the thirty
(30) day notice period; or
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b. in the case of material breaches that cannot be cured within thirty (30) days,
the Procuring Entity does not, within the thirty (30) day notice period, notify the Contractor
of its intent to cure and begin with due diligence to cure the material breach.

3. Notwithstanding the foregoing, a Procuring Entity may immediately terminate a
PSA upon written notice to the Contractor if:
(1) the Contractor becomes unable to perform the services contracted for, as

determined by the Procuring Entity;

(i1) during the term of the PSA , the Contractor is suspended or debarred by the State
Purchasing Agent; or

(ii1)  the PSA is terminated pursuant to Paragraph B of this Article.

D. Liability. Except as otherwise expressly allowed or provided under this SWPA or the PSA,
the Procuring Entity's sole liability upon termination shall be to pay for acceptable work performed
prior to the termination date; provided, however, that a termination shall not nullify or otherwise
affect either party's liability for pre-termination defaults under or breaches of this SWPA or PSA.
The Contractor shall submit an invoice for such work within thirty (30) days of the termination
date of a PSA. THIS PROVISION IS NOT EXCLUSIVE AND DOES NOT WAIVE THE
PROCURING ENTITY'S OTHER LEGAL RIGHTS AND REMEDIES CAUSED BY THE
CONTRACTOR'S DEFAULT OR BREACH OF THIS AGREEMENT OR A PSA.

ARTICLE 7 —- TERMINATION MANAGEMENT

A. Contractor. In the event a PSA is terminated for any reason, or upon expiration of the PSA,
and in addition to all other rights set forth in this Agreement and the PSA, the Contractor shall:
1. Transfer, deliver, and/or make readily available to the Procuring Entity property in which
the Procuring Entity has a financial interest and any and all data, Know How, Intellectual
Property, inventions, data or property of the Procuring Entity;

2. Incur no further financial obligations for materials, Services, or facilities under the PSA
without prior written approval of the Procuring Entity;

3. Terminate all purchase orders or procurements and any subcontractors and cease all work,
except as the Procuring Entity may direct, for orderly completion and transition;

4. Take such action as the Procuring Entity may direct, for the protection and preservation of
all property and all records related to and required by this Agreement;

5. Agree that the Procuring Entity is not liable for any costs arising out of termination and
that the Procuring Entity is liable only for costs of Deliverables Accepted prior to the
termination of the Agreement;

6. Cooperate fully in the closeout or transition of any activities to permit continuity in the
administration of Procuring Entity's programs;

7. In the event that this Agreement or a PSA is terminated due to the Contractor's course of
performance, negligence or willful misconduct and that course of performance, negligence,
or willful misconduct results in reductions in the Procuring Entity's receipt of program
funds from any governmental agency, the Contractor shall remit to the Procuring Entity
the full amount of the reduction;
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8. Should this SWPA or a PSA terminate due to the Contractor's Default, the Contractor shall
reimburse the Procuring Entity for all costs arising from hiring new
Contractor/subcontractors at potentially higher rates and for other costs incurred;

9. In the event this SWPA or a PSA is terminated for any reason, or upon the expiration of
either, the Contractor shall develop and submit to the Procuring Entity for approval an
Agreement Turnover Plan at least ten (10) Business Days prior to the effective date of
termination. Such Turnover Plan shall describe the Contractor's policies and procedures
that will ensure: (1) the least disruption in the delivery of Services during the transition to
a substitute vendor; and (2) cooperation with the Procuring Entity and the substitute vendor
in transferring information and Services. The Turnover Plan shall consist of the orderly
and timely transfer of files, data, computer software, documentation, system turnover plan,
Know How, Intellectual Property and other materials, whether provided by the Procuring
Entity or created by the Contractor under this Agreement, to the Procuring Entity, including
but not limited to, user manuals with complete documentation, functional technical
descriptions of each program and data flow diagrams. At the request of the Procuring
Entity, the Contractor shall provide to the Procuring Entity a copy of the most recent
versions of all files, software, Know How, Intellectual Property and documentation,
whether provided by the Procuring Entity or created by the Contractor.

B. Procuring Entity. In the event this SWPA or a PSA is terminated for any reason, or upon
expiration, and in addition to all other rights to property set forth in this SWPA or a PSA, the
Procuring Entity shall:

1. Retain ownership of all work products and documentation created by Contractor
pursuant to a PSA; and

2. Pay the Contractor all amounts due for Services Accepted prior to the effective date
of such termination or expiration.

ARTICLE 8 — INDEMNIFICATION

A. General. The Contractor shall defend, indemnify and hold harmless the Procuring Entity,
the State of New Mexico and its employees from all actions, proceedings, claims, demands, costs,
damages, attorneys' fees and all other liabilities and expenses of any kind from any source that
arises out of Contractor’s performance of, or failure to perform, this Agreement or a PSA. In the
event that any action, suit or proceeding related to the Services performed by the Contractor or any
officer, agent, employee, servant or subcontractor under this Agreement is brought against the
Contractor, the Contractor shall, as soon as practicable, but no later than two (2) Business Days
after it receives notice thereof, notify, by electronic mail, with a receipt confirmation, the legal
counsel of the Procuring Entity, the Risk Management Division of the New Mexico General
Services Department, and DolT.

B. The indemnification obligation under this Agreement or a PSA shall not be limited by the
existence of any insurance policy or by any limitation on the amount or type of damages,
compensation or benefits asserted against or payable by an indemnified party. Money due or to
become due to the Contractor under this Agreement or a PSA may be retained by the Procuring
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Entity, as necessary, to satisfy any indemnity obligation owed by Contractor pursuant to this
Agreement.

ARTICLE 9 — INTELLECTUAL PROPERTY

A. Ownership. Unless otherwise specified in a PSA, Procuring Entity shall be considered the
creator and owner of all Procuring Entity Intellectual Property arising from the performance of a
PSA by Contractor. Procuring Entity shall own the entire right, title and interest to all such
Intellectual Property worldwide, and, other than in the performance of this Agreement or a PSA,
the Contractor, subcontractor(s), officers, agents and assigns shall not make use of, or disclose the
Procuring Entity Intellectual Property to any entity or person outside of the Procuring Entity
without the express written authorization of the Procuring Entity. Contractor shall notify the
Procuring Entity, within fifteen (15) Business Days, of the creation of any Procuring Entity
Intellectual Property by it or its subcontractor(s). Contractor, on behalf of itself and any
subcontractor(s), agrees to execute any and all document(s) necessary to assure that ownership of
the Procuring Entity Intellectual Property vests in the Procuring Entity and shall take no
affirmative actions that might have the effect of vesting all or part of the Procuring Entity
Intellectual Property in any entity other than the Procuring Entity. If, by judgment of a court of
competent jurisdiction, Intellectual Property or Know How are not deemed to be created or owned
by the Procuring Entity, Contractor hereby acknowledges and agrees to grant to the Procuring
Entity and the State of New Mexico, a perpetual, non-exclusive, royalty free license to reproduce,
publish, use, copy and modify the Intellectual Property and Know How.

ARTICLE 10 - INTELLECTUAL PROPERTY INDEMNIFICATION

A. Intellectual Property Indemnification. The Contractor shall defend, indemnify and hold
harmless Procuring Entity, the State of New Mexico and/or any other State of New Mexico body
against any claim that any product or service provided under a PSA infringes any Intellectual
Property right of a third party, and shall pay all costs, damages and attorney's fees that may be
awarded as a result of such claim. In addition, if any third party obtains a judgment against the
Procuring Entity based upon Contractor's Intellectual Property infringement relating to any
product or Services provided under a PSA, the Contractor agrees to reimburse the Procuring Entity
for all costs, attorneys' fees and the amount of the judgment. To qualify for such defense and/or
payment, the Procuring Entity shall:

1. Give the Contractor written notice of any infringement claim as soon as practicable;
2. Work with the Contractor to control the defense and settlement of the claim; and
3. Cooperate with the Contractor, in a reasonable manner, to facilitate the defense or
settlement of the claim.
B. Procuring Entity Rights. If any product or service becomes, or in the Contractor's opinion
is likely to become, the subject of a claim of infringement, the Contractor shall, at its sole expense:
1. Provide the Procuring Entity the right to continue using the product or service and

fully indemnify the Procuring Entity against all claims that may arise out of the Procuring Entity’s
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use of the product or service;

2. Replace or modify the product or service so that it becomes non-infringing; or

3. Accept the return of the product or service and refund an amount equal to the value
of the returned product or service, less the unpaid portion of the purchase price and any other
amounts, which are due to the Contractor. The Contractor's obligation will be void as to any
product or service modified by the Procuring Entity to the extent such modification is the cause of
the claim.

ARTICLE 11 - WARRANTIES

The Contractor expressly warrants that the Deliverable(s) specified in a PSA will comply with the
terms of the PSA, with Contractor's official published specifications for the Deliverables and with
all generally accepted industry standards applicable to the Deliverables. This warranty
encompasses correction of defective Deliverable(s) and revision of the same, as necessary,
including deficiencies found during testing, implementation, or post-implementation phases. This
warranty extends two (2) years after final acceptance, unless a different (longer/shorter) duration
is specified in a PSA.

ARTICLE 12 - CONTRACTOR PERSONNEL: (Key Staff and Qualified Personnel)

A. Contractor Personnel. Contractor's Qualified Personnel are listed by level of experience on
Exhibit A, attached hereto. Contractor's Key Staff are those individuals considered by the
Procuring Entity to be mandatory to the work to be performed under a PSA and identified in such.
Contractor's Qualified Personnel and Key Staff identified in a PSA shall not be diverted from
performing services under that agreement without the prior written approval of the Procuring
Entity.

B. Personnel Changes. Replacement of any personnel shall be made with personnel of equal
ability, experience, and qualification and shall be approved by the Procuring Entity.

C. Qualifications. For all personnel, the Procuring Entity reserves the right to require
submission of their resumes prior to approval. If the number of Contractor's personnel assigned to
the Project is reduced for any reason, Contractor shall, within ten (10) Business Days of the
reduction, replace with the same or greater number of personnel with equal ability, experience,
and qualifications, subject to Procuring Entity approval. The Procuring Entity, in its sole
discretion, may approve additional time beyond the ten (10) Business Days for replacement of
personnel. The Contractor shall include status reports of its efforts and progress in finding
replacements and the effect of the absence of the personnel on the progress of the Project. The
Contractor shall also make interim arrangements to assure that the Project progress is not affected
by the loss of personnel. The Procuring Entity reserves the right to require a change in Contractor's
personnel if the assigned personnel are not, in the sole opinion of the Procuring Entity, meeting
the Procuring Entity’s expectations.
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D. Non-Competition. Unless otherwise specified in a PSA, Contractor’s employment
agreement or contract with a person or subcontractor who performs services for a Procuring Entity
under a PSA may not include a covenant not to compete or other term that would prevent, penalize
or impede such person from pursuing or obtaining employment with, or directly contracting to
provide services for, Procuring Entity, any other New Mexico public employer, or any other
contractor of Procuring Entity. Contractor shall not enforce any such provision of a pre-existing
employment agreement or contract. Procuring Entity shall not offer to directly employ any
Personnel who have been identified in a PSA in effect fewer than six (6) months.

ARTICLE 13 — STATUS OF CONTRACTOR

A. Independent Contractor. The Contractor and its agents are independent contractors
performing professional Services for the Procuring Entity and are not employees of the State of
New Mexico. The Contractor and its agents shall not accrue leave, retirement, insurance, bonding,
use of state vehicles, or any other benefits afforded to employees of the State of New Mexico as a
result of this Agreement or a PSA. The Contractor acknowledges that all sums received hereunder
are personally reportable by it for income tax purposes as self-employment or business income
and are reportable for self-employment tax.

B. Subject of Proceedings. Contractor warrants that neither the Contractor nor any officer,
stockholder, director or employee of the Contractor, is presently subject to any litigation or
administrative proceeding before any court or administrative body which would have an adverse
effect on the Contractor's ability to perform under this Agreement or a PSA; nor, to the best
knowledge of the Contractor, is any such litigation or proceeding presently threatened against it or
any of its officers, stockholders, directors or employees. If any such proceeding is initiated or
threatened during the term of this Agreement or a PSA, the Contractor shall immediately disclose
such fact to the Procuring Entity.

ARTICLE 14 - CHANGE MANAGEMENT

A. Changes. No provision of a PSA, including the Scope of Work, shall be changed without
written approval of the Executive Level Representative. A change that affects any of the following
shall only be made through an Amendment:

1. Deliverable requirements;

2. Any Deliverable that extends the termination date specified in a PSA;

3. Compensation of any Deliverable that exceeds the maximum amount specified for
that Deliverable;

4. Maximum compensation;

5. Mutually agreed termination; or

6. Addition or deletion of Professional Service categories or levels.
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Any other change may be made, at the discretion of the Executive Level Representative, through
a written change order.

B. Change Request Process. In the event Contractor requests a change, a Change Request shall
be submitted that meets the following criteria:

1. The Project Manager shall draft a written Change Request for review and approval

by the Executive Level Representative to include:

a. the name of the person requesting the change;

b. a summary of the requested change;

c. the start date for any change;

d. the reason and necessity for the change;

e. the elements to be altered; and

f. the impact of the change.

2. The Executive Level Representative shall provide a written decision on the Change
Request to the Contractor within a maximum of ten (10) Business Days of receipt of the Change
Request. The Executive Level Representative shall prepare and process an amendment for any
change subject to Paragraph A(1)-(6) of this Article. All decisions made by the Executive Level
Representative are final. A change, or amendment, as applicable, becomes a part of the PSA and
is binding.

ARTICLE 15 — INDEPENDENT VERIFICATION AND VALIDATION

If IV&V Professional Services are used or required to be used for the Project associated with a
PSA, the Contractor shall cooperate with the IV&V vendor. Such cooperation shall include, but is
not limited to:

1. Providing the Project documentation;

2. Allowing the IV&V vendor to sit in on the Project meetings;

3. Supplying the IV&V vendor with any other material as directed by the Project
Manager; and

4. Any other cooperation specified in a PSA or reasonably necessary to facilitate
IV&V oversight objectives.

ARTICLE 16 - CONTRACT DEFAULT/BREACH/REMEDIES

In case of Default and/or Breach by the Contractor, the Procuring Entity and the State of New
Mexico may procure Deliverables owed, but not provided, by Contractor from another source and
hold the Contractor responsible for any resulting excess costs. Contractor shall also be liable for
other direct damages.
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Contractor shall not be liable for indirect, consequential or special damages resulting from a default
or breach unless (1) the Procuring Entity’s right to recover, and the nature of, any such damages
are expressly identified in a PSA, or (2) Contractor is entitled to be indemnified against a claim
for any such damages under an insurance agreement.

ARTICLE 17 — INSURANCE REQUIREMENTS

A. Commercial Liability Insurance. Contractor and its subcontractors shall maintain
occurrence-based general liability coverage with minimum limits of $1 million per occurrence and
$2 million aggregate per year. If a PSA requires Contractor to deliver, deploy or design Intellectual
Property, Contractor’s general liability insurance shall include personal and advertising injury
coverage applicable to the associated risks. Procuring Entity and the State of New Mexico shall
be identified as additional named insureds under all coverage obtained to comply with this
Paragraph 17(A).

B. Professional Liability Insurance. Contractor and its subcontractors shall maintain
professional liability (errors & omissions) coverage applicable to the Professional Services
provided under a PSA. This coverage shall have minimum limits of $2,000,000 per
claim/aggregate. If this insurance is written on a “claims made” basis, then the policy shall provide
“tail coverage” for claims asserted within three (3) years after termination of the PSA.

C. General Insurance Requirements. Insurance coverages shall be provided by a company
with an A.M. Best rating of A- or better. Certificates showing required coverages shall be delivered
to the Procuring Entity prior to beginning any activity provided for under a PSA. All certificates
of insurance shall require the insurer, its broker or agent to provide DolT with thirty (30) days
advance notice of any termination or non-renewal of coverage identified in a certificate. DolT
and the SPD may request complete copies of Contractor’s insurance agreements, including
endorsements, at any time.

ARTICLE 18 - EXTRA-CONTRACTUAL (TORT) LIABILITY

Contractor shall be liable for damages resulting from injury to persons and/or property if and to
the extent the injury was caused by or due to the breach of any extra-contractual (tort) duty owed
by Contractor or any of its agents, and relating in any way to a PSA, or to the Deliverables under
any such agreement. Contractor’s extra-contractual liability extends to Procuring Entity, third
parties and/or employees of the Procuring Entity and to the State of New Mexico, and encompasses
any remedy that may exist under law or equity.
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ARTICLE 19 — ASSIGNMENT

The Contractor shall not assign or transfer any interest in this Agreement or of a PSA, including a
claim for money due or to become due, without the prior written approval of this approval
authorities for the relevant agreement.

ARTICLE 20 — SUBCONTRACTING

A. General Provision. The Contractor shall not subcontract any portion of this Agreement
without the prior written approval of this Agreement's approval authorities, and shall not
subcontract any portion of a PSA without the written approval of the Procuring Entity.

Subcontracting shall not relieve the Contractor from any of its obligations and liabilities under this
Agreement, or under any PSA. Nor shall any subcontracting obligate Procuring Entity to make
any payment to a subcontractor.

B. Responsibility for Confidentiality. The Contractor must not disclose Confidential
Information to a subcontractor unless and until such subcontractor has agreed in writing to protect
the confidentiality of such Confidential Information in the manner required of the Contractor under
this Agreement or a PSA.

C. Documentation. Upon the request of a Procuring Entity, Contractor shall provide copies
of all approved subcontracts. Contractor shall also provide Procuring Entity with any document
or information requested to evaluate a proposed subcontract or the performance of any
subcontractor.

D. Performance. This Agreement may be terminated at the discretion of DolT or SPD if
Contractor engages in excessive subcontracting, experiences defaults relating to subcontracted
work, or engages in other abusive subcontracting practices under a PSA.

ARTICLE 21 - RELEASE

The Contractor's Acceptance of final payment of the amount due under this Agreement or a PSA
releases the Procuring Entity, its officers and employees, and the State of New Mexico from all
liabilities, claims and obligations whatsoever arising from or under a PSA.

ARTICLE 22 — CONFIDENTIALITY

Any Confidential Information provided to the Contractor by the Procuring Entity or, developed by
the Contractor based on information provided by the Procuring Entity in the performance of a PSA
shall be kept confidential and shall not be made available to any individual or organization outside
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the Contractor by the Contractor without the prior written approval of the Procuring Entity.
Contractor shall protect Confidential Information as required by law or as specified in a PSA. In
no event shall a Contractor protect Procuring Entity Confidential Information with less rigor than
Contractor protects its own confidential data. Contractor shall not make available or provide
Confidential Information to any third party absent Procuring Entity’s prior written approval.

Upon termination of a PSA, Contractor will deliver all Confidential Information in its possession
to Procuring Entity within thirty (30) Business Days of the termination, Contractor acknowledges
that Contractor’s failure: (a) to deliver such Confidential Information to Procuring Entity, or (b) to
protect and keep Confidential Information secret may result in Procuring Entity’s seeking to obtain
direct, special and/or incidental damages from Contractor.

ARTICLE 23 — CONFLICT OF INTEREST

The Contractor warrants that it presently has no interest and shall not acquire any interest, direct
or indirect, which would conflict in any manner or degree with the performance or Services
required under this Agreement or under a PSA. The Contractor certifies that the requirements of
the Governmental Conduct Act, Sections 10-16-1 through 10-16-18, NMSA 1978, regarding
contracting with a public officer, state employee or former state employee have been followed.

ARTICLE 24 — CLOSEOUT, RECORDS AND AUDIT

A. All records and activities of Contractor shall be subject to financial and performance audits
in the discretion of SPD, DolT, the Procuring Entity, the Department of Finance and
Administration (DFA) and the State Auditor’s Office as required by applicable oversight rules,
authorities or a PSA. Contractor shall fully cooperate with all lawful audit requests and processes,
and shall produce any records, including Contractor’s internal records, as required to facilitate
auditing. Confidentiality shall not be a basis for withholding any record, but Contractor may
request confidential treatment of its internal records as authorized by law.

B. Contractor shall maintain its internal records relating to this Agreement, or to a PSA, for
three years after the relevant agreement terminates.

C. Contractor shall cooperate with the Procuring Entity in providing public records held by
Contractor that are responsive to a lawful public records request.

D. Within ninety (90) days of termination of this Agreement, or a PSA, as applicable,
Contractor shall transfer to the State contracting party, all data and records received from or created
for that party by Contractor, and shall confirm that Contractor has destroyed, pursuant to mutually
agreed criteria specified in a PSA or applicable law, any duplicate copies of all such data and
records under Contractor’s control. These requirements do not supersede any more specific
requirements established by law, this Agreement or of a PSA.
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E. Contractor shall comply with any additional project closeout requirements specified by
DolT or a Procuring Entity and incorporated into a PSA.

ARTICLE 25 - NEW MEXICO EMPLOYEES HEALTH COVERAGE

A. If Contractor has, or grows to, six (6) or more employees who work, or who are expected
to work, an average of at least 20 hours per week over a six (6) month period during the term of
this Agreement or any PSA, Contractor agrees to have in place, and agree to maintain for the term
of the contract, health insurance for those employees and offer that health insurance to those
employees if the expected annual value in the aggregate of any and all contracts between
Contractor and the State exceed $250,000 dollars.

B. Contractor agrees to maintain a record of the number of employees who have (a) accepted
health insurance; (b) declined health insurance due to other health insurance coverage already in
place; or (c) declined health insurance for other reasons. These records are subject to review and
audit by a representative of the state.

C. Contractor agrees to advise all employees of the availability of State publicly financed
health care coverage programs by providing each employee with, as a minimum, the following
web site link to additional information: https://bewellnm.com.

D. For Indefinite Quantity, Indefinite Delivery contracts (state price agreements without
specific limitations on quantity and providing for an indeterminate number of orders to be placed
against it); Contractor agrees these requirements shall apply the first day of the second month after
the Contractor reports combined sales (from state and, if applicable, from local public bodies if
from a state price agreement) of $250,000.

ARTICLE 26 — IT PROFESSIONAL SERVICES CATEGORIES

1. Application Development Services

The purpose of this category is to provide complete development and support of the varied
and numerous applications that are created, maintained, and owned by the State.

Brief Description of Services: Services may include computer programming, on premise;
documenting; testing; writing and maintaining the source code, regardless of infrastructure;
all processes between the conception and final manifestation of the software in a planned
and structured manner; and/or bug fixing involved in creating and maintaining applications
and frameworks using a standard software development life cycle. Development may
include research, new development, prototyping, modification, re-use, re-engineering,
maintenance, or any other activities that result in software products. Services may include
the necessary knowledge of commercial off-the shelf software (COTS) platforms,
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web/mobile application design, content development, client-side/server-side scripting, or
web server, development. Design, develop, and implement information systems that
include designing or building a customized architecture and/or application, integrating it
with new or existing hardware, custom software, and/or communications infrastructure.

Expected typical skills in, knowledge about, and experience with may include:

1) A mainframe environment - COBOL, PL/I, JCL, CICS, DB2, C/C++, IBM OS 390,
and IBM AS400;

2) N-tier platform programming services - .NET, C# or Java and related technologies
including VB.NET, XML, VBScript, JavaScript, HTML, Eclipse, ASP, .NET
framework, web services/ WCF, and mobile application development;

3) Client/Server (including three tiered architectural environments). — Java, J2EE
C/C++, Cold Fusion/Adobe Suite of products, PowerBuilder, Micro Focus Cobol,
Visual Basic, Perl, C# and .NET, CSS, and Oracle DBMS;

4) Structured Query Languages/Stored Procedures, indexes, triggers, and functions

5) The various stages of SDLC such as design, development testing, and deployment of
applications;

6) Software testing to include planning, constructing, and executing automated tests,
product tests, system tests, unit tests, load tests, volume tests, network tests as well
as integration with release control process;

7) COTS implementations;

8) Design and creation of web and mobile applications, including user experience
improvements;

9) System domains, object/data models, wire frames, prototypes, flowcharts and use
cases;

10) Experience with common environments and frameworks such as (but not limited to):
ASP.NET and ASP.NET MVC Frameworks, ColdFusion, CGI Java, PHP, Apache,
FileMaker, IBM DB2, Microsoft SQL Server, MySQL, Oracle, PostgreSQL, or
Sybase, Web2.0, WebSphere, Java / J2EE/JEE, PERL / CGI, PHP, XML / HTML /
DHTML, SOAP, Jasper, content management systems;

11) Enterprise application systems integration and implementation including both COTS
and custom applications;

12) Designing, programming, converting, installing, system training, managing and
maintaining applications and application interfaces/systems, testing (all levels),
implementation and cutover planning, and data conversion/migration for the
implementation of the systems;

13) Implementation of infrastructure solutions capable of cost-effectively supporting
business goals; or

14) Designing and building enterprise-level data integration and data transformations
solutions.

15) Any cloud technologies that are specific to a cloud vendor or any technologies that
are listed above that can be leveraged in the cloud platform.

16) Any rapid application development tools.

Table 1:

Qualified Personnel/Staff Minimum Mandatory Qualifications

Junior-Level Mandatory Qualifications
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Degree Level

Not Applicable.

Relevant Experience

(Between) 1 — 4 years of experience as described above; or

Mid-Level Mandatory Qualifications

Degree Level

College Degree is preferred or can be substituted with equivalent years of related
experience.

Relevant Experience

(More than) 4 years and (less than) 7 years of experience as described above; or

Senior-Level Mandatory Qualifications

Degree Level

College Degree is preferred or can be substituted with equivalent years of experience.

Senior-level

(More than) 7 years of experience as described above.

Optional/Desi

rable Requirements: Does NOT replace the Mandatory Qualifications above

Degree Level

Bachelor’s or other Degree in Computer Science or a related field such as
Management Information Systems, Software Engineering, Software Development; or

Professional
Certifications

Any relevant certification that applies to the above listed expected skillset.

IT Project Management, Planning, and Analysis Services

The purpose of this service is to provide the support and management professional services
needed to execute, using best practices, IT projects from inception to closeout.

Brief Description of Services: Project management services should be provided in
accordance with IT industry best practices such as described in the Project Management
Institute’s 4 Guide to the Project Management Body of Knowledge (PMBOK Guide), and
in standards and requirements as provided by the State of New Mexico’s Chief Information
Officer (CIO).

Project management, planning and analysis includes developing and maintaining project
charters, project plans, schedules, risk and issue logs, mitigation strategies, communication
plans, resource/capability plan, and executive briefings, evaluation and design, planning
for or directing large-scale integration efforts, and implementing IT standards and
guidelines, managing scope, requirements, schedule and budget, training plans, and
transition to operations.

It is desired that personnel hired as project managers have Project Management
Professional (PMP) certification.

Expected typical skills in, knowledge about, and experience with may include:

1) Assisting with management and planning of IT initiatives in areas such as: cost benefit
analysis, return on investment (ROI), gap analysis, requirements definition, systems
analysis, contingency/mitigation/risk planning, disaster recovery/business continuity
planning; business process analysis, documentation and process improvements;

2) Analyzing data to determine/recommend solution, such as installation of alternate
methods and procedures, changes in processing methods and practices, modification of
machines or equipment, or redesign of products or services;

3) Conducting research and industry surveys, and performing studies and surveys to
obtain data, and analyze problems to advise and make recommendations on business
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4)

6)

7)

8)

9)

and technical solutions based on hands-on experience solving similar business
problems, including emerging technologies and trends, standards, and products as
required;

Designing / development of IT specifications, models, architecture and guidelines;
Full system development life cycle and various industry software project management
approaches;

Development and management of standard project artifacts such as project charter,
project plan, scope, objectives, schedules, process maps, data flow diagrams,
architectural diagrams, implementation strategies, and project management plans;
Interfacing directly with varied stakeholders: executive steering committees, project
teams, contract teams, technical, business, and management teams;

Follow all specifications and guidelines including, but not limited to, Project
Certification Committee (PCC), Technical Architectural Review (TARC) processes
and documentation where applicable;

Business process analysis/modeling and organizational change management as
applicable to project planning;

10) Developing, enhancing, and maintaining user documentation for multiple applications

including documentation required for the operations provider; or

11) Composition of use case and scenario designs.

Table 1:
Qualified Personnel/Staff Minimum Mandatory Qualifications
Junior-Level Minimum Mandatory Qualifications
Degree Level Associate Degree in Computer Science or a related field such as Information

Technology, Management Information Systems, or Project Management; and

Relevant Experience | (Between) 1 — 4 years of experience as described above; or

Mid-Level Minimum Mandatory Qualifications

Degree Level Associates Degree in Computer Science or a related field such as Information

Technology, Management Information Systems, or Project Management; and

Relevant Experience | (More than) 4 years and (less than) 7 years of experience as described above; or

Senior-Level Minimum Mandatory Qualifications

Degree Level Associates Degree in Computer Science or a related field such as Information

Technology or Project Management; and

Relevant Experience | (More than) 7 years of experience as described above.

Optional/Desirable Requirements: Does NOT replace the Mandatory Qualifications above

Degree Level Bachelor’s or other Degree in Computer Science or a related field such as
Information Technology, Management Information Systems, or Project Management.

one

Professional

(SAFe) enterprise.

3.

Database Management and Business Intelligence Services

Brief Description of Services: Services may include for on-premise or cloud platform:
creating logical and physical data models, planning, designing, programming, converting,
installing, training, implementing security, and maintaining database systems in stand-
alone, integrated, or networked configurations, database administration, modification and

Project Management Professional (PMP) certification, Project Management Institute
Certifications, any Agile Certified Professional (PMI-ACP), or Certified Scaled Agile Framework®
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upgrade including system performance analysis, database upgrading and performance
tuning, data extract/transform/load (ETL), stored procedure development, query
optimization and data migration, managing and monitoring production databases in an N-
tier environment, automated routine backups and refreshes, and data recovery. Provide
ongoing database support to help ensure operations of day-to-day functionality. Develop
design documentation, test plans, user manuals, and operations plans and instructions.
Developing and executing functional test plans for systems and applications, including
developing test data sets and scenarios.

Business intelligence (BI) services include the transformation of raw data into meaningful
and useful information for business analysis purposes. These services are capable of
handling large amounts of unstructured data to help identify, develop, and otherwise create
and allow for the easy interpretation of these large volumes of data including dashboards.
Identifying new opportunities and implementing an effective strategy based on insights can
assist the State of New Mexico with policy, planning, and informed decision making.

Expected typical skills in, knowledge about, and experience with may include:

1) Any RDBMS or cloud specific database engines including, but not limited to: MS SQL
Server, Oracle DBMS including engineered solutions and appliances, MySQL, DB2
and/or IBM DB2; including data modeling, stored procedures, indexes, triggers, data
processing flowcharting techniques;

2) Database structures, theories, principles, and practices;

3) Managing, monitoring, designing, building, installing, configuring, and supporting
database infrastructure servers;

4) Database performance monitoring, management, tuning and troubleshooting;

5) Applicable data privacy practices and laws and appropriate data masking techniques;

6) Ability to conduct research into database issues, standards, and products as needed;

7) Data entry operations including the ability to accurately enter information into a
computer, accessing information from a computer, and verifying information on a
screen;

8) Data entry operations including duties utilizing automated equipment, including
electronic keyboard, display screen, and sorted memory;

9) Data entry operations including ability to operate and understand basic scanning and
imaging equipment, including pan, skew, and image correction techniques;

10) Supporting a wide range of business decisions ranging from operating to strategic
business decisions. Strategic business decisions include priorities, goals, and directions
at the broadest level;

11) Data derivation/Data import from external data and from internal sources;

12) Transforming raw data into meaningful and useful information, and developing and
documenting algorithms. May include establishing a methodology and including any
assumptions.

13) Business Intelligence: Multidimensional aggregation and allocation; de-normalization,
tagging and standardization;

14) Business Intelligence: Establishment and design of object level design tools;
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15) Business Intelligence: Real-time reporting with analytical alert; interface with
unstructured data source; group consolidation, budgeting and rolling forecast;

16) Business Intelligence: Statistical inference and probabilistic simulation;

17) Business Intelligence: Key performance indicators optimization; version control and
process management; open item management;

18) Business Intelligence: Providing historical, current, and predictive views of business
operations; or

19) Business Intelligence: Reporting, online analytical processing, analytics, data mining,
process mining, complex event processing, business performance management,
benchmarking, text mining, machine learning/predictive analytics, and prescriptive
analytics.

Table 1:

Qualified Personnel/Staff Minimum Mandatory Qualifications

Junior-Level Mandatory Qualifications

Degree Level Not Applicable.

Relevant Experience | (Between) 1 — 4 years of experience as described above; or

Mid-Level Mandatory Qualifications

Degree Level College Degree is preferred or can be substituted with equivalent years of related
experience.

Relevant Experience | (More than) 4 years and (less than) 7 years of experience as described above; or

Senior-Level Mandatory Qualifications

Degree Level College Degree is preferred or can be substituted with equivalent years of experience.

Senior-level (More than) 7 years of experience as described above.

Optional/Desirable Requirements: Does NOT replace the Mandatory Qualifications above

Degree Level Bachelor’s or other Degree in Computer Science or a related computer field
Professional Any relevant certification that applies to the above listed expected skillset.
Certifications, any
one

4. Geospatial Technological Services

Brief Description of Services: Services may include: development of RFI's and RFP's in
Geospatial Information Technologies (GIT); GIS and GIT project planning and needs
assessment; Geographic Information System (GIS) database integration; GIS or GPS
(global positioning systems) related software/hardware installation, software
enhancements and migration; application design, development and integration; integration
of GIS within an enterprise environment using multiple platforms and rDBMS in physical,
virtual, and/or cloud environments; development and deployment of web map,
geoprocessing, and hosting services; digital conversion of hard copy maps; cartographic
production; geospatial data acquisition services; remotely sensed data conversion,
processing, and interpretation services; unoccupied aircraft vehicle/systems data
acquisition, business process reengineering, geoprocessing and analytical services,
development of data classification and machine learning models; scripting and automation
of routine tasks; metadata creation that meet national requirements; use case development
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and analytics to demonstrate & validate return on investment; and training in the use and
application of GIS to solve business problems.

Expected typical skills in, knowledge about, and experience with, which may include:

1)

2)

4)

5)

7)

8)

9)

the basic principles of one or more of the following: Geography, Remote Sensing,
Geomorphology, Image Processing, Terrain Assessment, Land Use Planning,
Economic Development, Engineering, Asset Inventory, Government Administration,
Surveying, Geophysics, Archeology, and Transportation;

relational geodatabase design, deployment, management, and optimization;
Geospatial Information Technologies to include those provided by, yet not limited to
Esri, Hexagon, Pitney Bowes, AutoDesk, Trimble, Topcon, Garmin, Q-GIS, and Open
Source Geo-Technologies;

Mapping principles, demographics analysis, spatial analysis, remote sensing, and
cartography;

Installing, configuring, and maintaining Geographic Information Systems;

Geospatial Modeling to include, yet not limited to 3D and Elevation, Transportation,
Water Resources, and Socio-Economic applications;

Developing web and custom application content that includes responsive design,
mobile device application deployment, and publishing of API’s such as map and
geoprocessing services;

Network operating systems and client-server implementations as pertains to
implementing a GIS within an existing architecture;

Programming languages that support geospatial application development including but
not limited to Python, Arcade, JavaScript, Java, and Adobe;

10) Project management;
11) Training team members and end users on GIS data, analytics and applications, as well

as the application of GIT to solving entity-specific business problems;

12) Ability to conduct research into Geospatial Technology issues and products as required;

or

13) Field technologies (Global Positioning System) and end user device (smart phones and

tablets) applications that support geospatial data collection/management.

Table 1:
Qualified Personnel/Staff Minimum Mandatory Qualifications
Junior-Level Minimum Mandatory Qualifications
Degree Level Associates Degree in Geospatial Information Systems, or related field such as

Geography or Computer Science; and

Relevant Experience | At least 1-4 years, or more, professional work experience; or

Mid-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | At least 5-10 years, or more, professional work experience as described above; or

Senior-Level Minimum Mandatory Qualifications

Degree Level Not Applicable
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Relevant Experience | At least 11 years, or more, professional work experience as described above.

Optional/Desirable Requirements (Does NOT replace the Mandatory Qualifications above)

Degree Level Bachelor’s or other Degree in Geospatial Information Systems, or related field such
as Geography or Computer Science.

Professional Geospatial Information System Professional (GISP) or other Geospatial related area.
Certifications, any
one

5. End User Support Services

Brief Description of Services: Services may include, but not be limited to, support,
problem solving, training users in how to use their computer hardware and software, ;
conducting evaluations of service/help desk effectiveness as a whole, conducting
evaluations of individual service/help desk performance; and documentation of
service/help desk procedures in both electronic and hard copy media. the installation of
commercial off-the-shelf (COTS) desktop and other end point products, optimizing system
performance, system imaging (i.e., ghosting), desktop problem analysis and resolution,
configuration, set-up, and installation of personal computers (PCs), printers, scanners, and
other PC peripherals. PCs widely used by the State of New Mexico include common
operating systems/platforms in business use, typically Windows variants, Linux variants,
and Apple variants. Support of tablets and cell phones and other mobile devices is
desirable. Support of leading-edge through end-of-life or near end-of-life operating
systems is optimal.

Expected typical skills in, knowledge about, and experience with may include:

1) PC and desktop hardware;

2) PC internal components;

3) Hands-on hardware troubleshooting;

4) Equipment support;

5) Current protocols, operating systems, and standards, including the ability to operate
tools, components, and peripheral accessories, technical manuals, procedural
documentation, and OEM guides;

6) Ability to conduct research into PC issues and products as required,

7) Issue/ticket tracking systems; or

8) Demonstrated customer service and strong communication skills.

Table 1:
Qualified Personnel/Staff Minimum Mandatory Qualifications
Junior-Level Minimum Mandatory Qualifications
Degree Level Not Applicable

Relevant Experience | (Between) 1 — 4 years of experience as described above; or

Mid-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | (More than) 4 years and (less than) 7 years of experience as described above; or
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Senior-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | (More than) 7 years of experience as described above.

Optional/Desirable Requirements: Does NOT replace the Mandatory Qualifications above

Degree Level Bachelor’s or other Degree in Computer Science or computer related field such as
Computer Engineering, Information Systems.

Professional CompTIA A+ Certification,

Certifications, any CompTIA Network+ Certification,

one CompTIA Security+ Certification,

MCSA: Windows 10,
MCSE: Desktop Infrastructure.

6. Systems Administration Services

Brief Description of Services: Services may include, but not be limited to planning,
configuration, and programming services in support of operating systems and utility
installations for operating systems, such as Cloud platform, Windows, and Linux open-
source variants. Planning and configuration in support of file servers, application servers,
database servers, virtual servers, VM support services, remote site integration, Active
Directory domain setup/support/administration, user account and password management,
support of computer storage devices attached direct/fiber/other and storage area networks
(SAN), backup/restore support, performance tuning, and capacity planning.

Expected typical skills in, knowledge about, and experience with may include:

1) Standard system administrator tools and processes;

2) Networking/distributed computing environment concepts;

3) Providing general system administration and maintenance activities including backup;

4) Ability to write scripts in a particular administrative language;

5) Principles of routing client/server programming, design of consistent network-wide file
system layouts;

6) Developing plans for disaster recovery, backup, archiving, and retrieval;

7) Understand the business application of technical support and design in an application
development environment; or

8) Ability to work with multiple teams to identify the strategic direction of systems
management activities.

Table 1:

Qualified Personnel/Staff Minimum Mandatory Qualifications

Junior-Level Minimum Mandatory Qualifications

Degree Level Associates Degree in Computer Science or related field such as Computer
Engineering; and

Relevant Experience | (Between) 1 — 4 years of experience as described above; or

Mid-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | (More than) 4 years and (less than) 7 years of experience as described above; or

Senior-Level Minimum Mandatory Qualifications

Relevant Experience | (More than) 7 years of experience as described above.
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Optional/Desirable Requirements: Does NOT replace the Mandatory Qualifications above

Degree Level Bachelor’s or other Degree in Computer Science or a related computer field.
Professional Microsoft Certified Solutions Expert (MCSE),
Certifications, any Red Hat: RHCSA and RHCE
one Linux Professional Institute (LPI): LPIC System Administrator,
CompTIA Server+,
VMware Certified Professional — Data Center Virtualization (VCP-DCV),
ServiceNow Certified System Administrator
7. Network Services

Brief Description of Services: Services may include, but not be limited to, selection and
installation of network systems, technology and connectivity services involving data
networks, communications services (e.g., VOIP technologies, wireless), LAN/WAN
Integration, LAN/WAN Development and Upgrade, and LAN/WAN Support. Services
may also include communications systems, LAN business and technical requirements,
VPN support, connectivity and interoperability, feasibility and constraints, security
requirements, etc., development of design documents pertinent to the integration of two or
more LANSs; pertinent to the integration of two or more LANs via a WAN; conceptual
and/or detailed design reports, network diagrams, etc. Communications / LAN / WAN
Support typically includes cloud TAAS, on-site and off-site operation, technical
communication, problem determination, and diagnosis.

Expected typical skills in, knowledge about, and experience with may include:

1) Installing, configuring, and maintaining organization's network;

2) Voice/Data Engineering to include directing and participating in all activities related to
the selection and installation of telephone facilities and special on-premises equipment
that will meet the customer’s communication requirements including all technology
and connectivity involving telecommunications and data networks;

3) Audio/visual, teleconferencing, and voice mail equipment;

4) Design, implementation, and overall performance, security, and availability of the
entire LAN/WAN/MAN for enterprises, designing network topology between sites
such as data centers, field offices, and DR sites;

5) Build, maintain, and administer external and internal networks;

6) Reviewing, planning, and evaluating network systems;

7) Monitoring network infrastructure devices for availability and uptime;

8) Network security controls;

9) Developing enterprise networks and security design architecture in a multiple site
environment;

10) Provide consultation to business area management and staff at the highest technical
level for all aspects of LAN/WAN design and configuration in multi-server
environment;

11) Design, build, implement, monitor systems, networks, and applications, Microsoft
networking concepts, back office products;

12) Performing system backups on its internal and external web network servers;

13) Troubleshoot network systems and recommend improvements to network; or

14) Providing tactical and strategic input on overall network planning and related projects.




DocuSign Envelope ID: 62F858A2-D648-44A0-9FBB-A92A1E8E9CDD

Table 1:

Qualified Personnel/Staff Minimum Mandatory Qualifications

Junior-Level Minimum Mandatory Qualifications

Degree Level Associates Degree in Computer Science or related field such as Computer

Engineering; and

Relevant Experience | (Between) 1 — 4 years of experience as described above; or

Mid-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | (More than) 4 years and (less than) 7 years of experience as described above; or

Senior-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | (More than) 7 years of experience as described above.

Optional/Desirable Requirements: Does NOT replace the Mandatory Qualifications above

Degree Level Bachelor’s or other Degree in Computer Science or a related computer field.
Professional CompTIA A+ Certification,

Certifications, any CompTIA Network+ Certification,

one CompTIA Security+ Certification,

Cisco CCNA Certification,

Cisco CCNP Certification,

Microsoft Certified Solutions Associate (MCSA),
Microsoft Certified Solutions Expert (MCSE).

IT Security Services

The purpose of this category is to provide the state with both tactical and strategic cyber-
security support services for the purposes of securing critical state I'T resources, systems,
and data.

Brief Description of Services: Services may include: advisory services relating to the
secure design and deployment of computer systems, LAN/WAN, Firewalls, Virtual Private
Networks (VPN), wireless networks and access, access/identity management, Intrusion
Detection Systems (IDS), Intrusion Prevention Systems (IPS), logging/monitoring,
Security Operation Center (SOC)/Network Operation Center (NOC) deployment,
Application/Software Security, Cloud Computing, Online Payment Systems, Mobile/Web
Platforms, and all related policy and procedure development. Advise, comply, and provide
audit services relating to and including technical control assessment, policy assessment,
regulatory compliance assessment, baseline assessment, and fit-gap and security roadmap
development. Technical evaluation of deployed systems via penetration testing, scanning,
or other means to include routers, switches, mainframe infrastructure, physical servers,
virtual servers, enterprise systems, firewalls, identity management solutions, online
payment systems, VPN, IDS, IPS, applications, mobile deployments, and any/all
associated network appliances. Forensic and emergency incident response capabilities
include triage, remediation, response, after-action, and mitigation services relating to
cyber-security incidents. Training, education, and other awareness services at all levels of
technical competency.




DocuSign Envelope ID: 62F858A2-D648-44A0-9FBB-A92A1E8E9CDD

Expected typical skills in, knowledge about, and experience with may include:

1) Information technology security including standards implementation from NIST,
inclusive of SSA and IRS control frameworks and testing;

2) Planning, coordinate, and implement security measures for information systems to
regulate access to computer data files and prevent unauthorized modification,
destruction, or disclosure of information;

3) Performing security audits on hardware and software;

4) Appling basic understanding of networking/distributed computing environment
concepts;

5) Encrypting data transmissions and erect firewalls to conceal confidential information;

6) Document computer security and emergency measures, policies, and procedures;

7) Reviewing violations of computer security procedures and communicating findings
with management;

8) Applying security principles, techniques, and procedures to planned network designs;

9) Laws, legal codes, government regulations, executive orders, and agency rules related
to security;

10) Developing and implementing an ongoing risk assessment program targeting
information security and privacy matters;

11) Penetration testing and security audits of systems;

12) Forensic and emergency incident response capabilities, to include tools, techniques,
and procedures;

13) Networking/distributed computing environment concepts;

14) Secure wireless routing;

15) Complex problem resolution, and root cause analysis at every level;

16) Managing all aspects of access to specified systems to include customer needs
resolution;

17) Business application of security support and design in an application development
environment;

18) Coordinating on all jobs with infrastructure and operations teams to identify the
security perspective in strategic systems management planning;

19) Working with and organizing key IT and business offices and governance groups to
develop security policies, standards and guidelines;

20) Planning and implementing network security audits and audits; develop and implement
corrective measures; or

21) Developing plans for disaster recovery/ backup and archiving.

Table 1:

Qualified Personnel/Staff Minimum Mandatory Qualifications

Junior-Level Minimum Mandatory Qualifications

Degree Level Associates Degree in Computer Science or related field such as Computer
Engineering; and

Relevant Experience | (Between) 1 — 4 years of experience as described above; or

Mid-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | (More than) 4 years and (less than) 7 years of experience as described above; or

Senior-Level Minimum Mandatory Qualifications
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Degree Level Not Applicable

Relevant Experience | (More than) 7 years of experience as described above.

Optional/Desirable Requirements: Does NOT replace the Mandatory Qualifications above

Degree Level Bachelor’s or other Degree in Computer Science or a related computer field.
Professional CEH - Certified Ethical Hacker

Certifications, any CISM - Certified Information Security Manager

one CompTIA Security+

CISSP: Certified Information Systems Security Professional
GSEC: GIAC Security Essentials

ECSA: EC-Council Certified Security Analyst

GPEN: GIAC Penetration Tester.

Independent Verification and Validation Services

The purpose of this category is to provide Independent Verification and Validation (IV&V)
services; the process of evaluating a project to determine compliance with best practices
and determining whether the processes and products of a given initiative or development
phase fulfill the requirements and stated objectives.

Brief Description of Services: Services may include, but not be limited to, assessment,
analysis, evaluation, review, inspection, and testing of software, products, and processes.
Assess software in the context of the system, including the operational environment,
hardware, interfacing software, operators, and users. Distill and communicate the results
of analysis and findings at a technical or an executive level. Validate if software, product,
or project on whole is on the correct course and if it satisfies specified requirements and
provide test evidence that it meets intended use and user need. Directly performing testing
(e.g., integration, security tests), or working directly with, and as oversight of the separate
Quality Assurance team of the implementer/project in developing and running test cases.
Follow standards and requirements provided by the State of New Mexico’s CIO.

Expected typical skills in, knowledge about, and experience with may include:

1) Managing IT projects or providing [IV&V services;

2) Assessing project health including conducting interviews with a diverse sample of
project stakeholders and identifying risks and mitigation strategies;

3) Verifying a Project is following defined methodologies and expected lifecycle phases
in keeping with industry standards and practices;

4) Ensuring the accuracy of a project based on written specifications and requirements,
monitoring and evaluating, and auditing or reviewing a project throughout the project
lifecycle;

5) Providing an independent escalation path for project issues; or assisting with improving
compliance with the project’s performance, schedule, and budget requirement.

Table 1:

Qualified Personnel/Staff Minimum Mandatory Qualifications

Junior-Level Minimum Mandatory Qualifications

Degree Level Associate Degree in Computer Science or a related field such as Information

Technology or Project Management; and
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Relevant Experience | (Between) 1 — 4 years of experience as described above; or

Mid-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | (More than) 4 years and (less than) 7 years of experience as described above; or

Senior-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | (More than) 7 years of experience as described above.

Optional/Desirable Requirements (Does NOT replace the Mandatory Qualifications above)

Degree Level Bachelor’s Degree or other Degree in Computer Science or a related field such as
Information Technology, Management Information Systems, or Project Management.

Professional Project Management Professional (PMP) certification.
Certifications, any
one

10. Computer Aided Design Services

Brief Description of Services: Computer-aided design (CAD) is the use of computer
systems to assist in the creation, modification, analysis, or optimization of a design. CAD
software is used to increase the productivity of the designer, improve the quality of design,
and improve communications through documentation. CAD output is often in the form of
electronic files for print, machining, or other manufacturing operations. Typical services
include creation and modification of the designs of engineers and architects and other
professionals’ technical drawings and plans.

Expected typical skills in, knowledge about, and experience with may include:

1) Autodesk, Bentley, and/or other CAD software;
2) Translating raw data from architects, surveyors, engineers, or other professionals into

complete technical drawings, surveys, or architectural plans; or
3) 2D Drafting and 3D Modeling.

Table 1:

Qualified Personnel/Staff Minimum Mandatory Qualifications

Junior-Level Minimum Mandatory Qualifications

Degree Level Associate Degree in Computer Science or related field such as Computer
Engineering; and

Relevant Experience | (Between) 1 — 4 years of experience as described above; or

Mid-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | (More than) 4 years and (less than) 7 years of experience as described above; or

Senior-Level Minimum Mandatory Qualifications

Degree Level Not Applicable

Relevant Experience | (More than) 7 years of experience as described above.

Optional/Desirable Requirements (Does NOT replace the Mandatory Qualifications above)

Degree Level | Bachelor’s or other in Computer Science or a related computer field.
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one

Professional Professional certification(s) in computer-aided design.
Certifications, any

11.

Information Technology Research and Advisory Services

Brief Description of Services: Information technology research and advisory services to
provide technology related insight. Research should be targeted at CIOs and senior IT
leadership. The services typically consist of research, executive programs, consulting, and
events. Services include analytical independence, accuracy, and integrity of information
provided.

Expected typical skills in, knowledge about, or experience with, and available resources
may include:

)

2)
3)
4)
5)
6)

Research, analysis, identification and comparison of industry best practices and leading
trends, and ability to succinctly and accurately present results and recommendations to
IT decision maker;

IT metrics data including detailed spending and staffing metrics and insight into the
performance of IT functions;

Contract review and complete, independent and objective assessment of buyer-seller
situations;

Peer networking including access to shared knowledge and experiences of IT
professionals around the world;

Access to teleconferences, newsletters and forums, community information and best
practices; or

Providing fact-driven reports and personal consultation on a wide range of IT areas
such as: market share, spend, and size of current vendors; emerging technologies for e-
government, cloud computing, “big data” analytics, and government use of social
networking platforms; best practices for technology procurements, contract reviews
and contract negotiations.

Table 1:

Qualified Personnel/Staff Minimum Mandatory Qualifications

Junior-Level Minimum Mandatory Qualifications

Degree Level Master’s Degree in any field with a concentration in computer technology; and

Junior-level

(Between) 1 — 4 years of experience as described above; or

Mid-Level Minimum Mandatory Qualifications

Degree Level Master’s Degree in any field with a concentration in computer technology; and

Mid-level (More than) 4 years and (less than) 7 years of experience as described above; or
Senior-Level Minimum Mandatory Qualifications

Degree Level Master’s Degree in any field with a concentration in computer technology; and

Senior-level (More than) 7 years of experience as described above.

Optional/Desirable Requirements (Does NOT replace the Mandatory Qualifications above)

Degree Level | Bachelor’s or other in Computer Science or a related computer field.
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Professional Any training and IT related certifications.
Certifications, any
one

13.1T Business and Process Consulting Services

Brief Description of Services: Services include providing business consulting in the areas
of business development, business process management, change management, leadership,
customer relationship, organizational design, development, and efficiency consulting for
the public/government. Provision of these services may include a wide variety of
specializations such as computer science, information systems/technology, and human
resource business and process consulting.

Services may include helping state government improve performance, primarily through
the thorough analysis of existing business problems and development of plans for
improvement. Services may include management consultants to gain external, and more
objective advice and recommendations, to gain access to the consultants' specialized
expertise.

Consultancies may also provide organizational change management assistance,
development of coaching skills, technology implementation, strategy development, or
operational improvement services. Business consultants may propose for customer
approval their own methodologies or frameworks to guide the identification of problems,
and to serve as the basis for recommendations for more effective or efficient ways of
performing business tasks.

Expected typical skills may include:

1) Excellent written and oral communication skills;

2) The ability to leverage knowledge of theory, principle, practices or technology in the
relevant discipline(s) or field of specialization;

3) The ability to present ideas across multiple audiences and environments using
business-friendly and user-friendly language;

4) Be highly self-motivated and directed, with keen attention to detail;

5) The ability to effectively prioritize and execute tasks in a high-pressure environment;

6) The ability to work well with teams and communicate with variety of stakeholders;

7) Exemplary ability to perform problem analysis, problem solving, and communicate
potential solutions to customer’s unique problems; and

8) Collaborate with the customer to keep them informed of progress and make relevant
decisions.

Table 1:

Qualified Personnel/Staff Minimum Mandatory Qualifications

Junior-Level Minimum Mandatory Qualifications

Degree Level Bachelor’s Degree in Business or related field such as accounting, business, finance,
marketing, management, information technology or a similar area; and

Junior-level (Between) 1 — 4 years of experience as described above: or
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Mid-Level Minimum Mandatory Qualifications

Degree Level Bachelor’s Degree in Business or related field such as accounting, business, finance,
marketing, management, information technology or a similar area; and

Mid-level (More than) 4 years and (less than) 7 years of experience as described above; or

Senior-Level Minimum Mandatory Qualifications

Degree Level Bachelor’s Degree in Business or related field such as accounting, business, finance,
marketing, management, information technology or a similar area; and

Senior-level (More than) 7 years of experience as described above.

Optional/Desirable Requirements (Does NOT replace the Mandatory Qualifications above)
Degree Level Any other Degree in Business or related field such as accounting, business, finance,

marketing, management, information technology or a similar area

one

Professional Six Sigma, Lean Six Sigma, or any related IT related certifications, if any.
Certifications, any

17. Electronic Content Management (ECM) Services

Brief Description of Services: Services include the capture, storage, retrieval, and
management of documents, records, emails, electronic communications and other documents
created by agency. Typical services include participation in the implementation, operation,
administration, and configuration of the ECM platform. Provides expertise and guidance to
business units regarding ECM operations, system/user configurations and related records and
document management matters (i.e. taxonomies, metadata, user configuration, groups/roles
and security settings); ECM solutions planning, coordinating and overseeing activities related
to integration of ECM applications into an agency’s information system.

Expected typical skills may include:

1.

2.

hd

>

*

10.

Analyze content and gather ECM business requirements resulting in meeting customer
needs and determine opportunities to streamline and automate business process.

Leads project planning sessions with clients, business analysts and team members to
gather, analyze, and document business requirements and objectives.

Coordinates project activities, conducts systems research and analysis, recommends
alternatives, and ensures implementation.

Educates users on systems and processes and acts as an IT consultant.

Assures appropriate knowledge transfer to customers and internally, maintains system and
user documentation, instructions and procedures, and demonstrates best practices
Provides systems analysis and design to meet functional and organizational requirements
Develops, coordinates, and implements test plans to test business and functional
requirements during solution development and participates in system testing individually
Directs and executes system and/or acceptance testing.

Works with business units and IT teams to define processes for conducting testing and
reviewing results.

Leads users in the assessment of vendor solution options, identifying risks, cost/benefits,
and on-going support considerations.
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Table 1
Qualified Personnel/Staff Minimum Mandatory Qualifications
Junior-Level Minimum Mandatory Qualifications
Degree Level Not applicable for this category
Junior-level (Between) 1 — 4 years of experience as described above
Mid-Level Minimum Mandatory Qualifications
Degree Level Not Applicable for this category.
Mid-level (More than) 4 years and (less than) 7 years of experience as described above.
Senior-Level Minimum Mandatory Qualifications
Degree Level Not Applicable for this category.
Senior-level (More than) 7 years of experience as described above.
Optional/Desirable Requirements (Does NOT replace the Mandatory Qualifications above)
Degree Level Bachelor’s Degree in Business or related field such as accounting, business,
finance, marketing, management, information technology or a similar area
Professional List any related IT related certifications, if any.
Certifications, any
one

ARTICLE 27 - MERGER, SCOPE AND ORDER OF PRECEDENCE

A. Severable. The provisions of this Agreement supersede any conflicting term or condition
in a PSA. The terms of a Purchase Order supersede any conflicting term or condition in a PSA.
Neither Contractor nor a Procuring Entity shall purport to delete or modify any term of this
Agreement in the terms and conditions of a PSA or Purchase Order. An invalid provision in this
Agreement or a PSA is severable. If a clause, sentence, or paragraph of this Agreement or a PSA
is determined to be invalid by a court or agency or commission having jurisdiction over the subject
matter hereof, such invalidity shall not affect other provisions of this Agreement or a PSA, which
can be given effect without the invalid provision.

B. Merger/Scope/Order. This Agreement incorporates any and all agreements, covenants and
understandings between the Parties concerning the subject matter hereof, and all such agreements,
covenants, and understanding have been merged into this Agreement. No prior agreement or
understanding, verbal or otherwise, of the Parties or their agents or assignees shall be valid or
enforceable unless embodied in this Agreement.

ARTICLE 28 — NOTICES

All deliveries, notices, requests, demands, or other communications provided for or required by
this Agreement shall be in writing and shall be deemed to have been given when sent by registered
or celtified mail (return receipt requested), when sent by overnight carrier, or upon telephone
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confirmation by Contractor to the sender of receipt of a facsimile communication that is followed
by a mailed hard copy from the sender. Notices shall be addressed as follows:

For State Purchasing Agent

State Purchasing Agent P.O. Drawer 6850
Santa Fe, NM 87502-0110

For DolT

Eve Banner, Acting ASD Director and CFO

Department of Information Technology eve.banner@doit.nm.gov
Phone: 505-827-0023

P.O. Box 22550

Santa Fe, NM 87502-2550

For CONTRACTOR

Vijay Kumar Palandurkar, CEO

V Group Inc.

379 Princeton Hightstown Road, Bldg. 3 Suite 2A
East Windsor, NJ 08520

Phone: 609-371-5400

Email: bids@vgroupinc.com

Any change to the Notice individual or the address shall be effective only in writing.

ARTICLE 29 - GENERAL PROVISIONS

The Contractor agrees to abide by all federal and state laws and rules and regulations, and
executive orders of the Governor of the State of New Mexico, including but not limited to:

1. Civil and Criminal Penalties. The Procurement Code, Sections 13-1-28 through 13-1-199
NMSA 1978, imposes civil and criminal penalties for its violation. In addition, the New Mexico
criminal statutes impose felony penalties for illegal bribes, gratuities and kickbacks.

2. Equal Opportunity Compliance. The Contractor agrees to abide by all federal and state
laws and rules and regulations, and executive orders of the Governor of the State of New Mexico,
pertaining to equal employment opportunity. In accordance with all such laws of the State of New
Mexico, the Contractor agrees to assure that no person in the United States shall, on the grounds
of race, religion, color, national origin, ancestry, sex, age, physical or mental handicap, serious
medical condition, spousal affiliation, sexual orientation or gender identity, be excluded from
employment with or participation in, be denied the benefits of, or be othelwise subjected to
discrimination under any program or activity performed under this Agreement. If Contractor is
found not to be in compliance with these requirements during the life of this Agreement, Contractor
agrees to take appropriate steps to correct these deficiencies.
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3. Nondiscrimination. Contractor, and all deliverables under this Agreement, shall comply,
as applicable, with the Federal Civil Rights Act of 1964, the Americans with Disabilities Act of
1990 (Public Law 101-336), and every other federal and state law that prohibits discrimination or
mandates accommodation for disability, injury, sickness, disease or specified hardship. Any
deliverable constituting an interactive or informational system or display solely for use or
consumption by a public employee or employer shall comply with accessibility standards for a
comparable system or display used or consumed by a member of the public or by a private
employer.

4. Workers Compensation. The Contractor agrees to comply with state laws and rules
applicable to workers compensation benefits for its employees. If the Contractor fails to comply
with the Workers Compensation Act and applicable rules when required to do so, this Agreement
may be terminated by the Procuring Entity.

5. Applicable Law. The laws of the State of New Mexico shall govern this Agreement. Venue
shall be proper only in a New Mexico court of competent jurisdiction in accordance with Section
38-3-1 (G) NMSA 1978. Contractor agrees to submit to the jurisdiction of the courts of the State
of New Mexico over any and all such lawsuits arising under or out of any term of this Agreement.
These provisions do not preclude the parties to a PSA from mutually agreeing, at the time a dispute
arises, to resolve the particular dispute through mediation or binding arbitration. Any agreement
to submit a prospective dispute to binding arbitration is null and void.

6. Waiver. A party's failure to require strict performance of any provision of this Agreement
shall not waive or diminish that party’s right thereafter to demand strict compliance with that or
any other provision. No waiver by a party of any of its rights under this Agreement shall be
effective unless expressed and in writing, and no effective waiver by a party of any of its rights
shall be effective to waive any other rights.

7. Headings. Any and all headings herein are inserted only for convenience and ease of
reference and are not to be considered in the construction or interpretation of any provision of this
Agreement. Numbered or lettered provisions, sections and subsections contained herein, refer only
to provisions, sections and subsections of this Agreement unless otherwise expressly stated.

8. Background Check. Contractor shall comply with any background check requirements and
processes required by law or specified by a Procuring Entity upon inception of a Professional
Services Agreement and before performing any Services for the Procuring Entity.

9. Work Location. Except as expressly authorized by a Procuring Entity and the State of
New Mexico Office of Cybersecurity in an approved, written exception request, Contractor, its
subcontractors and any of their personnel must physically perform any services contracted by the
State of New Mexico in the United States. This includes any work that is performed offsite or
remote. A PSA may specify more restrictive work location requirements.
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ARTICLE 30 — SURVIVAL

Provisions of this Agreement, and of any PSA, that by their intent, nature or effect are enforceable
post-termination, shall survive the termination notwithstanding the cause of termination of this
agreement. This includes, but is not limited to, the terms of the Articles titled Intellectual Property,
Intellectual Property Ownership, Confidentiality, and the terms of all warranties, licenses, and
escrow agreements.

ARTICLE 31 - CALCULATION OF TIME

Any time period herein calculated by reference to "days" means calendar days, unless Business
Days are used; provided, however, that if the last day for a given act falls on a Saturday, Sunday,
or a holiday as observed by the State of New Mexico, the day for such act shall be the first day
following that is not a Saturday, Sunday, or such observed holiday.

ARTICLE 32 - FORCE MAJEURE

Neither party shall be liable in damages or have any right to terminate this Agreement for any
delay or Default in performing hereunder if such delay or Default is caused by conditions beyond
its control including, but not limited to Acts of God, Government restrictions (including the denial
or cancellation of any export or other necessary license), wars, insurrections and/or any other cause
beyond the reasonable control of the party whose performance is affected.

ARTICLE 33 — ADDITIONAL PROVISIONS

1. Administrative Reporting.

The Contractor agrees to provide a Utilization Report to SPD in accordance with the following
schedule:

Period End Report Due

September 30 October 31

December 31 January 31

March 31 April 30

June 30 July 31

The periodic report shall include the gross total sales for the period subtotaled by Procuring Entity
name. The report shall be accompanied by a check payable to the SPD for an amount equal to
three-quarters of one percent (1.00%) of the total sales for the period. The Contractor agrees to
provide a utilization report to the agreement administrator in accordance with the following
schedule:

Period End Report Due
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September 30
December 31
March 31
June 30

http://www.generalservices.state.nm.us/statepurchasing/resourcesandinformation.aspx#Vendors

October 31
January 31
April 30
July 31

Email completed reports to: GSD.QuarterlyUsageR@gsd.nm.gov



http://www.generalservices.state.nm.us/statepurchasing/resourcesandinformation.aspx#V
mailto:GSD.QuarterlyUsageR@gsd.nm.gov
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IN WITNESS WHEREOF, the Parties hereby execute this Agreement, which will take effect on
the last signature date of the required approval authorities below. Each of the signatories below
may execute this Agreement by hard copy original, facsimile, digital or electronic signature, any
of which will be deemed to be a true and original signature hereunder.

By: Vjay kvmar Palandurkar Date: 1/29/2024

Vijay Kumar Palandurkar, CEO
V Group Inc.

Approved for legal sufficiency:

By: k‘?(/v DW? Date: 1/30/2024

Kyle Duffy, Deputy General Counsel
Office of Governor Michelle Lujan Grisham

Approved for financial sufficiency:

By: . Bavury Date: 1/30/2024

Eve Banner, Chief Financial Officer
New Mexico Department of Information Technology

The records of the Taxation and Revenue Department reflect that the Contractor is registered with
the Taxation and Revenue Department of the State of New Mexico to pay gross receipts and
compensating taxes:

BTIN ID Number: 03-6457300-02

By: Q. Marie (uere Date: 1/30/2024

Taxation and Revenue Department

Taxation and Revenue is only verifying the registration and will not confirm or deny taxability
statements contained in this contract.
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Approved for compliance with the Department of Information Technology Act, Chapter 9, Article
27 NMSA 1978 and Executive Orders relating to Information Technology issued by the Governor
of the State of New Mexico.

w’
By: aﬁ Date: 1/30/2024

Raja Sambandam, Acting Cabinet Secretary and State Chief Information Officer Department of
Information Technology

This Agreement has been approved by the General Services Department, State Purchasing

Division:
By: W Date: 1/30/2024
State Purchasing Agent Effective 2/9/24

State Purchasing Division
This Contract was signed on behalf of the State Purchasing Agent

NH
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EXHIBIT A — UNIT RATE PRICE SHEET

Unit Rate Type (e.g. $

Maximum Unit Rate ($) for the IT Professional Service

Category Experience Level

IT
Professional | IT Professional Service Category per-hour, $ per-device, ONSITE OFFSITE
$ per-user, $ per-
St license, $ per-event)* |A. Junior B. Middle C. Senior D. Junior E. Middle |F. Senior
Level Level Level Level Level Level
1 Application Support and Development Services $ per-hour $ 97.141 % 11471 $ 132.79( $ 94.26 | $ 103.68 | $ 114.05
2 IT Project Management, Planning, & Analysis Services $ per-hour $ 9426 $ 103.68 | $ 114.05| $ 8347 |$ 98.88 | $ 115.46
3 Database Management Services and Business Intelligence  |$ per-hour $ 98.18( $ 118.15|$ 127.37| $ 8451 |$ 102.74 | $ 110.76
4 Geospatial Technological Services $ per-hour $ 11069 | $ 126.13|$ 131.15| $ 96.26 | $ 109.68 | $ 114.05
5 End User Support Services $ per-hour $ 54.66 | $ 64.431$ 7097 | $ 51.92 | $ 61.20 | $ 67.42
6 Systems Administration Services $ per-hour $ 9280 $ 102.08 | $ 12127 $ 92.80 | $ 102.08 | $ 112.29
7 Network Services $ per-hour $ 81.63($ 109.23|$ 11479 | $ 7559 | $ 10022 | $ 104.40
8 IT Security Services $ per-hour $ 102.31|$ 11035 $ 11240 $ 94.74 | $ 102.18 | $ 104.08
9 Independent Verification and Validation Service $ per-hour $ 8751($ 108.17 | $ 130.17 | $ 7942 |$ 96.39 | $ 118.33
10 Computer Aided Design $ per-hour $ 63.35| % 75.36 | $ 87.141$% 63.35 | $ 75.36 | $ 87.14
11 IT Research and Advisory Services $ per-hour $ 7409 $ 87.12($ 9479 $ 74.09 | $ 8712 |$ 94.79
11 IT Research and Advisory Services as a Subscription Service Complete APPENDIX E-1
12 *IT Training Services Complete APPENDIX E-2
13 IT Business and Process Consulting Services $ per-hour $ 106.21 | $ 122.86 | $ 126.48 | $ 106.21 | $ 122.86 | $ 126.48
14 Marketing Services
15 E-Rate Consulting Services
16 IT Professional Proposal and/or Grant Writing Services
17 Electronic Content Management (ECM) Services $ per-hour $ 88.231$ 110.28 1% 132.33| $ 88.23 |$ 110.28 | $ 132.33
18 Data Conversion Services
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